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Abstract. Although various aspect-oriented approaches provide sup-
port for the management of aspect interactions, most techniques are only
applicable when the aspects share a common join point. However, we ob-
serve that aspect interactions also occur on coarser levels, and support
for handling these interactions is desirable. In this paper, we demonstrate
the feasibility of a technique for managing control-flow interactions, one
important kind of such interactions that we experience in e.g. layered
architectures. The technique proposes to document aspects with policies
that specify the expected control-flow relations between different aspects,
or between aspects and the base application. The policies are expressed
as logic formulae that employ a set of predicates that represent rele-
vant control-flow situations. In order to verify the policies, we employ
and extend existing static analyses to produce interprocedural control-
flow graphs of an application with woven aspects, and we traverse these
graphs in a controlled manner to characterize the realizable paths.

1 Introduction

Research in the aspect-oriented community has produced an array of techniques
to manage the interactions that may occur between different aspects. On the one
hand, a number of approaches support the detection and/or resolution of aspect
interaction at a shared join point, independently [1, 2] or in relation to a concrete
aspect language or system, such as JAsCo [3], AspectJ [4] or Reflex [5]. The
approaches of [6, 7] further augment aspectual advice with documentation about
its semantic behavior. This additional information is then used to determine
whether advice combinations at a join point entail a semantic conflict. On the
other hand, Klaeren et al. [8] integrates ideas from feature-based programming
and treats interactions at a much coarser level. The authors consider variations
of software systems by composing aspects and base classes, and they validate
compositions through specified assertions that directly relate these entities.

We believe there is some middle ground between these approaches that has
not been explored yet. In this paper, we propose and investigate an integrated



technique to manage control-flow interactions. A typical example of a control-
flow interaction is when the application of one aspect changes in one way or
another the original control flow and thereby bypasses another aspect’s appli-
cation. In general, control-flow interactions occur between aspects that do not
share join points, but are still directly caused by the behavioral changes intro-
duced by them. In a similar way aspect application can interfere with the base
program, i.e. a part of the original application can be ‘shortcutted’.

1.1 Motivation

We motivate our approach for managing control-flow interactions among as-
pects with an example scenario in the context of the well-know multi-tier ar-
chitectures, as employed in a large number of current middleware solutions (e.g.
JBoss, Spring,. . . ). In these architectures, an application is executed by multiple
distinct software agents for reasons of flexibility, scalability, maintainability,. . .
The most widespread case of a three-tier architecture (see figure 1) distinguishes
between the presentation tier, the logic tier and the data tier.

In these architectures, each layer will typically consult the underlying layer(s)
to complete a request: for example, the presentation tier will delegate a request
from the user to the logic tier, which will consult the data tier to retrieve the
necessary data. The control flow therefore traverses each of the three tiers, and
returns in the opposite direction in order to present the results to the user.

We then consider three typical aspects that might be employed simultane-
ously in this software system. The first two aspects implement security concerns,
while the third aspect implements a performance concern.

1. An authorization aspect restricts the access to critical data objects: only
configured users (or users assigned to a configured role) can consult or ma-
nipulate these data objects. Since the access policies are defined at the level
of the data tier, the aspect applies to this tier as well.

2. To enforce security policies, it is necessary to have reliable knowledge about
the user that commissioned a certain operation. An authentication aspect
is therefore used to verify the identity of the user, e.g. by prompting for a
user name and password. The aspect applies at the level of the logic tier,
because the information is associated with a service request.

3. To speed up the expensive operations of the system, a caching aspect is
used to store and reuse the results of previous invocations. In order to gain
the most benefit, the caching aspect applies directly to the user interface
operations in the presentation tier.

While these three aspects apply to different parts of the system (and obviously
don’t have join points in common), it is certainly possible that they interact in
a number of ways with each other, or with the core parts of the application.
Below, we identify a number of concrete interactions, and we outline the desired
support to manage these interactions.



Fig. 1. Security and caching aspects apply at different layers of the architecture

– The authorization concern depends on the presence of authentication in order
to correctly enforce access policies. Concretely, we would like to ensure that
each application of the authorization aspect is preceded by an application of
the authentication aspect.

– Caching should not override the authorization behavior. Since the caching
aspect can skip the normal operation by returning a previous result from the
cache, the authorization checks are not applied. If a user receives a result
that was saved from an invocation by another user, this could bypass his
or her access permissions. To avoid this problem, a number of measures are
possible (listed in order of increasing sophistication):

• Verify that the authorization aspect applies on all possible paths starting
from important top-level operations.

• Verify that applications of other aspects do not ‘cut off’ applications of
the authorization aspect (e.g. by comparing the possible paths before
and after the weaving of other aspects such as the caching aspect).

• Set up different cache stores for different users, or otherwise invalidate
cache results when they are no longer applicable.

Whereas the third solution is a very tailor-made resolution that requires
global knowledge of the application, the first two solutions only involve the
authorization aspect.



1.2 Approach Overview

Because of the dispersed occurrence of the aspects in different layers of a rea-
sonably complex architecture, we anticipate that the manual and/or unsystem-
atic management of these interactions is a complex and error-prone task. We
thus identify a need for expressing control-flow policies that are able to express
control-flow relations (such as “occurs in all paths of” or “cannot remove in-
vocations of”) between different aspects or between aspects and other parts of
the system. Additionally, it should be possible to write these policies with in-
complete knowledge of the system by quantifying over unknown aspects (“any
aspect that. . . ”) or unknown program parts (“any join point that. . . ”). Finally,
the policies should be automatically verifiable and should therefore be specified
in a well-defined formalism. For obvious reasons, it is preferable if the verification
can occur statically, without executing the application under consideration.

In this paper, we propose and investigate an integrated technique to manage
control-flow interactions that meets these requirements. This technique consists
of three elements that are explained in the following sections: (1) Static analysis
of application code with woven aspects, to produce an abstraction of the possible
control-flow paths in the resulting application. (2) Formal documentation of
aspects with control-flow policies that specify the relations that the aspects
depend on. (3) An algorithm to detect violations of control-flow policies in the
abstract paths produced as the result of static analysis.

The approach does not (yet) offer guidance to the developer on which poli-
cies to document. However, we do envision that policies may be gradually re-
fined when an iterative software development process is used. This means that
the aspects may initially be specified with rough policies that may trigger false
positives as the system evolves. The developer can then refine the policies with
more specific knowledge at the end of each development iteration, based on the
results of the automatic policy checking.

2 Static Analysis of Woven Code

We carry out the static analysis of the woven code using an existing Java byte-
code analysis tool named Soot [9] (developed by the Sable research group at the
McGill University in Montreal). The Soot framework was developed for the pur-
pose of researching optimizing bytecode transformations, but provides a number
of analyses that are very useful in our context as well. We first discuss the trans-
lations and analyses provided by Soot and then build on them to develop our
control-flow analysis of woven code.

2.1 Soot: a Java Optimization Framework

Soot carries out bytecode optimizations by parsing Java bytecode files from
various sources to an object-oriented representation. For the representation of
method bodies and initializer blocks, the bytecode is additionally translated to



four intermediate representations that allow to abstract over the technical details
of the bytecode through e.g. generalized instructions, typing of local variables,
conversion from stack-based to 3-address code and so on. Optimizations can work
at the level of each of these representations, while Soot provides translations
between them and the original bytecode form.

Soot can additionally construct a number of graphs describing the program
structure. First, control-flow graphs of the method bodies and initializer blocks
are provided. These graphs are originally used to provide Java decompilation fa-
cilities [10] where they serve as a first step to recognize control structures (loops,
if-tests,. . . ). The control-flow graph is constructed from a linear representation
of the bytecode, by connecting each statement with the statement(s) that might
follow it, taking into account (possibly conditional) jumps. Two special nodes are
included in each control-flow graph: the entry node and the exit node, through
which all control enters, or respectively leaves, the block.

Second, a whole-program analysis provides a call graph with relations be-
tween different methods in the application. In this graph, nodes represent the
methods in the program, and edges indicate when one method may call another.
Call graphs are often used to eliminate unneeded methods, or to determine which
method bodies may safely be inlined.

The construction of this graph is complicated in an object-oriented context
due to polymorphism, since — in principal — all implementations of a method
may be selected when the method is invoked on a variable of some supertype.
A call graph with this information is produced by class hierarchy analysis, but
will typically contain a number of edges that cannot appear in the actual appli-
cation. More precise call graphs are more expensive to calculate, but eliminate
these spurious edges, for example, by determining the types instantiated in the
entire application (rapid type analysis), in the dataflow of the receiving vari-
able (variable type analysis) or in the dataflow of all variables of the receiver’s
type (declared type analysis). Using these techniques, Soot is able to provide
reasonably precise call graphs that are still practical to compute [11].

2.2 Interprocedural Control-Flow Graphs

The most straightforward solution to combine control-flow graphs of different
methods, is to ‘inline’ the graph of a called method at each call site. The major
practical problem with this technique is that the excessive duplication leads to
explosive growth of the graph. Worse still, the graph effectively becomes infinite
in case of a method that (in)directly calls itself.

The naive technique of connecting the involved control-flow graphs at call
sites does not suffer from these complications, but since it cannot distinguish
between different calls to the same method, it may introduce unrealizable paths.
This is illustrated in figure 2: both methods P and R call the method Q, so the
call sites are connected to the entry and exit nodes of that method. However, in
the resulting control-flow graph, it is possible to enter method Q from P , and
leaving it through R, a path not realizable in practice.



Fig. 2. Unrealizable paths when naively connecting control-flow graphs

To solve this problem, we have to simulate the effect of the invocation stack
at the actual execution, and label the entry and exit edges of each invocation
with a unique identifier. When traversing the graph, we must maintain a stack
with the labels of the edges we have entered, and we can only follow those exit
edges whose label is currently at the top of the stack. As such, we avoid following
the unrealizable paths that were possible in the naive approach.

2.3 Characterizing Realizable Paths

In order to verify aspect control-flow policies, we need to determine characteris-
tics of the possible maximal (i.e. complete) paths in the interprocedural control-
flow graph. Although this graph is finite, there may be infinitely many (and
infinitely long) paths due to the presence of cycles in this graph. This renders it
complex to decide on properties of these paths.

Fortunately, we observe that it is practically possible to calculate a very
useful abstraction by characterizing a path as the set of nodes that it encounters3.
The algorithm to obtain these sets is essentially a straightforward traversal: as
we traverse all the realizable paths of the control-flow graph, we propagate the
set of encountered nodes and obtain the solutions at the exit node. However, we
also record for each node the path(s) (i.e. set(s) of nodes) that passed through the
node. When — due to a cycle — we revisit a node, it is only useful to proceed
with the current path if it is different from the previous visits of that node
(because only in that case we can obtain new paths). By ending the traversal in
the other (useless) case, we will guarantee that the algorithm ends4.

The calculation of these sets is illustrated for a simple graph in figure 3. In the
first iteration, we start from the entry node and visit all the nodes a first time,
3 We mean a mathematical “set” here: an unordered collection without duplicates.
4 Indeed, since the number of nodes in the graph is finite, the number of sets of nodes
is finite as well. So, for each node, it will eventually become impossible to generate
a new set that was not previously encountered.



in

a {a}

b {a, b}

c

{a, b, c}

d

{a, b, d}

out
{a}, {a, b, d}

in

a {a}, {a, b, c}

b
{a, b},
{a, b, c}

c

{a, b, c}

d

{a, b, d},
{a, b, c, d}

out
{a}, {a, b, d},
{a, b, c},
{a, b, c, d}

Fig. 3. Illustration of path calculation algorithm in first (l.) and second (r.) iteration

propagating the set of encountered nodes. This already produces two solutions
at the exit node. We will then follow the edge from c to a to make a second
iteration. We first reach node a with the set {a, b, c}, which was not considered
for this node before, so we can proceed and propagate among the edges leaving
node a. We can similarly produce new paths at nodes b and d, but we must halt
at node c because the path {a, b, c} has already been considered for this node in
the previous iteration.

In total, we collect 4 solution sets at the exit node. These sets convey useful
information about the (infinitely many) paths that are realizable in practice.
For example, they indicate that node a is always applied, and that nodes c or
d cannot apply without node b (and vice versa). Since it possible to recognize
method nodes and advice method applications (for example, through naming
conventions in case of the AspectJ weaver [12]), this analysis provides sufficient
information to derive control-flow relations between aspects.

3 Control-Flow Policy Documentation

To specify the control-flow policies that are provided in the aspect documen-
tation, we propose to use a policy language of first-order logic formulae (also
known as first-order predicate logic) [13] that use a number of predefined predi-
cates from the control-flow domain. By combining these atomic propositions with
classic logic connectives (∨, ∧ and ¬) and quantifiers (∀ and ∃), it is possible
to build advanced expressions. First-order logic has a number of additional ad-
vantages: it is a general and well-understood formal language with well-defined
semantics, which makes it suitable for knowledge representation. We can also
reuse existing implementation techniques to detect violations of the formulae,
provided that we solve the practical problem of integrating the results of the
static analysis from the previous section with the reasoning of a logic engine5.
5 While we did investigate this issue as well, we do not discuss the results here due to
space restrictions (see [14] for details).



3.1 Predicates for the Control-Flow Domain

In order to represent knowledge about the problem domain we define a set of
predicates, shown in table 1.

Predicate Definition
path/2 path(M,P ) holds if P is a realizable path from method M

member/2 member(M,P ) holds if method M lies on path P
matches/2 matches(Pa,M) holds if method M matches method pattern Pa
adviceof/2 adviceof(M,A) holds if method M is an advice of aspect A
must/2 must(A,B)↔ [∀P : path(A,P )→ member(B,P )]
may/2 may(A,B)↔ [∃P : path(A,P ) ∧member(B,P )]

mustnot/2 mustnot(A,B)↔ [∀P : path(A,P )→ ¬member(B,P )]
depend/3 depend(M,A,B)↔

[∀P : path(M,P )→ (member(A,P )→ member(B,P ))]
exclude/3 exclude(M,A,B)↔

[∀P : path(M,P )→ ¬ (member(A,P ) ∧member(B,P ))]

Table 1. Builtin and derived predicates regarding method control-flow relations

The first group of predicates are builtin, and their instantiation follows di-
rectly from the analysis of the application code. The path/2 predicate provides
the results of the calculation of possible complete paths described in section 2.3.
Recall that a path is characterized as a set of the encountered method nodes, so
member/2 is simply the set membership relation. The next two predicates allow
to select regular methods and advice methods. As in AspectJ [4], methods can be
selected with a method pattern using the predicate matches/2. For example, the
pattern * get*(..) will select all methods with a name that begins with “get”, so
the predicate matches holds for that pattern and the method Person.getName()
(amongst others). Advice methods are unnamed, and are selected through the
type that contains them, using adviceof/2.

The second group of predicates is provided as a convenience: they can be
derived from the builtin predicates using standard logic formulae, but they allow
to specify policies using a slightly higher level of abstraction. These predicates all
relate methods. The first three specify the occurrence of the second argument in
the control-flow of the first argument: it either appears on all paths (must/2), on
some path (may/2) or on no paths (mustnot/2). The next two predicates specify
the relative occurrence of the second and third argument in the control-flow of
the first argument: the occurrence of one may require (depend/3) or exclude
(exclude/3) the occurrence of the other.

3.2 Example Policies

In section 1.1, we considered the case of an authorization aspect, an authentica-
tion aspect and a caching aspect. We observed a number of interactions between



these aspects and we identified a number of policies that we wish to specify for
the aspects. We will now express these policies in the policy language.

For the authorization aspect, we wish to specify that it should apply in all
paths of a number of important methods. If these methods are selected with the
method pattern main, we can express that the advices of this aspect authz must
apply to all realizable paths of the methods matched by this pattern:

∀A,B : matches(main, A) ∧ adviceof(B, authz)→ must(A,B)

We further identified that the authorization logic depends on the presence of
the authentication aspect auth. We can specify that for all methods matched by
pattern main, the authorization advice depends on the authentication advice:

∀M,A,B : matches(main,M) ∧ adviceof(A, authz) ∧ adviceof(B, auth)
→ depend(M,A,B)

Finally, we specify an alternative for the first policy of this section. The policy
to apply authorization in all methods matched by the pattern main may be too
strict. We can therefore encode a policy that specifies that authorization and
caching should be considered exclusive:

∀M,A,B : matches(main,M) ∧ adviceof(A, authz) ∧ adviceof(B, caching)
→ exclude(M,A,B)

This works since the caching advice allows two basic paths: one that returns
the result from the cache, and another that executes the original behavior. The
second path will violate this policy if the original behavior includes the autho-
rization advice.

4 Conclusions and Future Work

In this paper, we propose a technique for managing control-flow interactions,
an important kind of interactions that we experienced in e.g. layered architec-
tures. Our approach consists of the documentation of aspects with logic formulae
that specify relevant control-flow policies, and the static analysis of the woven
application to detect violations of these policies.

As this work explores a new area, we have focused on proving the feasibility
of the proposed concepts. Our main additional observation is that the techniques
seem useful beyond the anticipated domain of aspect interactions. In general, the
automatic verification of aspect control-flow policies can help the programmer
enforce design rules in a complex system where it is easy to overlook them.
Obviously, this is an issue outside of aspect-oriented contexts as well, and further
work should investigate the relationship with general work on the verification of
behavioral rules or invariants, such as [15].
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